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Organizations carry out testing procedures regularly. They form teams that are allocated either to act as the attackers or defenders or both. The attackers and defenders are supposed to carry out security testing to uncover vulnerabilities, threats, risks as well as preventing malicious attacks from intruders. 
The roles of attackers looking for the identification of all possible loopholes and weaknesses that might be in the software system. It is during this time that the attackers get a chance to uncover vulnerabilities, threats, and risks in a software application (McNab, 2005). The defenders play the role of defending whereby they try to prevent the attackers. 
The attackers might carry on vulnerability scanning. Vulnerability scanning is carried out through automated software to scan a system against vulnerability signatures that are known. The attackers also carry out security scanning where they identify network as well as system weaknesses. It is at this point where the attackers and defenders identify network and system weaknesses and later on provide solutions to reduce these risks. Security scanning can be carried out for both automated and manual scanning. The attackers carry out penetration testing. Penetration testing simulates attacks from malicious hackers (McNab, 2004). It allows the people working on the system software who carries out analysis of the particular system to check for potential susceptibilities to an external hacking attempt. They also carry out a risk assessment. They carry out an analysis of security risks that are observed in the organization.
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